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Agenda

 Who is this dude and what will | learn?

« Section 1 — A complete example, start to finish
« Section 2 — Understanding and Fixing Policies
e Session wrap up
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| ||
4L
g
I
&




Lotus knows.

Smarter software for a Smarter Planet.

Who is this dude?

« Darren Duke

Technical lead and founder of Simplified Technology Solutions, Inc. (STS)
From Atlanta, GA (despite the accent — originally from Hartlepool in the UK)
Been “involved” with Notes/Domino since R3

All | do is Lotus portfolio related

« Blogs, websites, etc

- http://blog.darrenduke.net
- http://www.TipsInTwo.com
- http://www.simplified-tech.com
- http://www.planetlotus.org

« “Experience is then name one gives to their mistakes” — Oscar Wilde
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Where did the idea for this session come
from?

« During audits, heath checks, upgrades and training, it became apparent
that some Domino customers....

Under-utilize policies

Don't recognize the benefits of policies

Haven't looked at policies since R6.x

Find policies confusing
 Orevenworse....

- Have never used policies. Shock. Horror. *cue scary music!®

* So, this session was created to help you, the Super.Human.Admin to

Better manage you Domino environment
Enhance your end users' Lotus Notes experience
Make your life easier!

Spend more time on the beach
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What will | learn? There's a policy for that!
e Just like the iPhone....

- Need to find a clean public toilet? There's an app for that! (no, seriously, there is!)
- Need to get lost in downtown Chattanooga looking for a restaurant? There's an app for that!

« The same is true for Notes....

- Need to set password complexity rules? There's a policy for that!
- Need to add icons to a users bookmark bar? There's a policy for that!
- Need to enforce spell check and blank subject lines? There's a policy for that!

« With policies
- You can make your Domino admin life a whole lot easier
- Change settings at a moment's notice
Look like a rock star and get a pay raise*
Accomplish tasks faster and more efficiently
Increase your skill set and show the AD folks that, “yes, we have them too”

*sorry, we can only guarantee that you will deserve a raise, not that you will get one.
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Two sessions in one!

« Well, not quite, but close

« First half of this session will cover an example policy, and the common
settings you may wish to apply, from start to finish

« Second half will cover what to do if your policies don't seem to work
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Agenda

e Who is this dude and what will | learn?

Section 1 — A complete example, start to finish

Section 2 — Understanding and Fixing Policies

Session wrap up

Q&A
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Section 1 — An Example Policy

* First, we will create a registration policy that will automatically populate
all the common settings an administrator would enter when
registering new users

« Next, we will create a series of policy settings documents to make the
end user experience with Lotus Notes much better

 Then, we will create an organization policy and assign the settings.
This policy will be pushed out to all users within the organization

« Finally, we will create an additional policy for laptop users so that

- Inheritance will be used to reduce the number of setting we have to manage
- Their passwords are more complex
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In the beginning....

« When a Domino server is first installed...

All settings are set to their default configuration

No policies exist

You maybe overwhelmed with the possible permutations and options
- Some default settings are just plain silly

« So, we will take the blank canvas that is the default/initial state and

- Create a registration policy to allow a new user to be added by populating only 3 items of
information

- Create an organizational policy for a series of commonly enabled settings
To make your life easier

To make the end users' experience much, much better
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Smarter software for a Smarter Planet.

Example Policy

* Registration Settings

* Desktop Settings

« Mail Settings

e Security Settings

« Additional Policy for Laptop Users
e Archiving

o Other Settings
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Policy Settings - Registration

« Allows you to set common options used while registering a
new user within Domino

« Will significantly reduce the time you spend registering new
users

« Standardize common options across new users

- Internet domain
- Email address format (darren_duke, darren.duke, dduke)
- Quotas and warnings
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Registration Example

« Create a policy to register a new user and create a mail file in
a clustered environment

« This will allow us to register a new user by entering just 3
pieces of information

- First name
- Last name
- Password

e Other, “common to all new users” settings will be automatically
populated by the policy
- Registration server
- Password quality
- Internet address
- Mail server, file and address attributes
— Certifier and user ID file information
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Registration creation

« Create a new registration settings document

- Open the Domino Directory
- Open the Configuration, Policies, Settings view from the navigator
- In the Add Settings action, select Registration

Domino Directory (B)4dd Setings... | (F)EditSsttings () Delste Settings

= ﬁ Feople e
é_____ooo by Organization
:I by Client Yersion

@ Alternate Languages

o _Q'j Certificate Expiration
g Palicies

ﬁ% Groups

=] Configuration

B]jﬂ Servers

;----Dﬂ.&ll Server Docurme
" T Configurations
T1 Connections

> T Programs

. T External Domain |
#- B4 Mezsaging

- &¥ Replication

-- Elfﬂ Directory

E!y Paolicies

AI Dynamic Folicie
- = Settings
G Web

[ ,Eﬂ, Clusters

lotusknows.com

Archiving Narme -
Deskto
e Is
Reqiskration .
: brchiving
Mail )
Serurit «pired Docs
ey Criteria Settings
Setup
Connections .
«pired docs
Lotus Traveler L.
. wettings
Roarning .
Symnhon dohs
YInphony . s
deskiop
7 Mail Settings

rmail

7 Reqiztration Settings
Contractor Setup (fweb)
Default User

Description

Signed By

Darren Duke/STS
Darren Duke/STS

Darren Duke/STES
Darren Duke/STE

Darren Duke/STE

Darren Duke/STS

Darren Duke/STES

Darren Duke/STS
Darren Duke/STE

Emploves Setun

Datren Duke/STS

7 Security Settings
INET Pw

[ CREATED WITH LOTUS® SYMPHONY" ’

Darren Duke/STS
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Registration creation - Basics

- Populate some meaningful name and description
- Choose a registration server
- Set the internet password

@Save&(}lnse ®Cancel @Inheritance @Enforcement

Registration Settings : LS10 New User Reg

Basics l fd ail ] IDICertifierl Miscellaneous ] Comments ] Administration ]

Marme: LS10 Mew Uzer Req

Description: Home zerveriz Hostedl

Choose a registration server: [T Don't setvalue [ Inherit ™ Enforce
hoszted!STS A

Choosze a pazzword quality:

[T Don't zetvalue [ Inherit [~ Enforce
Strong ugzer pazzword {100 A
W Setinternet Passwaord [T Don't setvalue [ Inherit [ Enforce
" Roaming User (before Motes 8.5) [ Don'tsetvalue [ Inherit [~ Enforce

7 N
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Registration creation — Mail 1

- Populate mail system
- Lotus Notes, right?
- Choose the (home) mail server

- Set the mail template for the new
mail file

- Decide how the mail file should be
created

- Enter the organization's internet
domain to be used in the
SMTP email address

- Create an internet address format
- darren.duke
- dduke
- darren_duke

lotusknows.com

@Save&(}lose @Cancel @Inheritance

@ Enforcement

Registration Seftings : LS10 New User Reg

Basics l rail I IDICer‘tifierl Mizcellaneous l Comments ] Administration l

Chaoose the mail system:

~
POF

IMAF bt
Choose the mail server:

hosted!STS v

kdail Template: * mail85.ntf

% Create rmail file now
" Create mail file in backaround

Internet Comain; ~ gimplifiedtech.com

Choose an internet address format:

FirstMame LastMarme
FirgtMame bl LastMame

Fl LastMarme

Fl bl LastMarne bt
Choose aninternet address zeparator:
Mone ~
Underscore

Equal _ |

) CREATED WITH LOTUS® SYMPHONY" ‘

I Don't setvalue

[~ Don't setvalue

[~ Don't setvalue

[~ Don't setvalue

I~ Don't setvalue

I~ Don'tsetvalue

I~ Don't setvalue

™ Inherit

™ Inherit

™ Inherit

™ Inherit

™ Inherit

™ Inherit

™ Inherit

™ Enforce

™ Enforce

™ Enforce

™ Enforce

™ Enforce

™ Enforce

™ Enforce
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Registration creation — Mail 2

We have a clustered environment, so we will select to create a replica of the mail file on a

lotusknows.com

cluster mate
Select the ACL level for the new mail file owner
- Set this to Editor
Enter a manager if you need one
We choose to create a FTI
A quota of 2GB is set R —
A warning of 2,000MB is set

Create mail replica's on:
W &l mail sereer cluster rates

[T Create mail replicas in background

rail file owner access:

hanager
Cezigner

hail file manager:
" Darren Duke/STSl =]

W Create full text index

¥ Setdatabaze quota

T2048 4 ME

W Setwarning threshaold

T2000 4 ME

[ CREATED WITH LOTUS® SYMPHONY" ’

[T Daon't zetvalue

[T Don't zetvalue

[ Dan't zetvalue

[ Dan't setvalue

[T Don't setvalue
[T Don't setvalue
[T Don't zetvalue
[T Don't setvalue

[T Dan't setvalue

B I I R N R

Inherit

Inherit

Inherit

Inherit

Inherit

Inherit

Inherit

Inherit

Inherit

[ Enforce

[~ Enforce

[ Enforce

™ Enforce
™ Enforce
[ Enforce
[ Enforce
™ Enforce

[~ Enforce
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Registration creation — ID/Certifier

Check the box to create a Notes ID

We're going to up the key and width to
2048 bits and 128 bits respectively

Set the expire date to 48 months out

- Th|S W|” be 48 months from When Registration Setlings : LS10 New User Reg
y0U aCtua”y reQISter a new Bagics l h il l IDICenifierl rdizcellaneous ] Cormments l Adrminiztration l
user, not today

Notice no ID storage is selected
- We'll use ID Vault for this
- 8.5 server
- 8.5 client

W Create a Motes ID [T Don'tsetvalue

[Marth American

" ™ Don'tsetvalue
International

Fublic Key Specification:
Compatible with all releases (630 bitz)
Compatible with 6.0 and later (1024 bits | [T Don'tsetvalue

Paszword Key ‘Width:

Basze strength on RSA key zize L [T Don'tsetvalue
Cornpatible with all releases i

Compatible with 6.0 and later {128 bitz RC2)
Centificate Expiration Date:
" Gtatic Date [T Don'tsetvalue
 hdonths from user creation

L] [T Don'tsetvalue
[ In Dormino Directory [T Don'tsetvalue
™ InFile [T Don'tsetvalue

™ Inherit

™ Inherit

[ Inherit

[ Inherit

™ Inherit

™ Inherit

[ Inherit
[ Inherit

™ Enforce

™ Enforce

[ Enforce

[ Enforce

™ Enforce

™ Enforce

™ Enforce
[ Enforce
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Registration creation — Miscellaneous

- Add any groups than will have the new user added
- Setting is complete so click Save and Close

Registration Settings : LS10 New User Reg

Basics l ke ail l IDICer‘tifierl Mizcellaneous l Cornrments ] Administration ]

Group assignments:
STS Developers -
i [v STS Emplovess
STS Exec [T Don't zetvalue ™ Inherit [ Enforce
5TS Sales
STS Web Site Editors hd

Local administrator: [T Don't zetvalue ™ Inherit [ Enforce
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Create the Registration policy and add the
setting

 Now we'll create a new policy and assign this new setting to it

* |In the Domino Directory, navigate to Configuration/Policies
and click the Add Policy action

Domino Directory (@) add Policy  (§)EditPolicy #®) Delete Policy
egpace Deszcription
= Peopl
ﬁ Oeope L Explicit P 3
4% by Qrganiza tion = os
- by Client Yersion St t pguword
T

@ Alternate Languages

ontractor
_.Q‘j Cetificate Expiration J3TS Contractor AN

# Organizational Policies
- [&] Palicies — 0
ﬁl, Groups
= Configuration
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Registration policy — add the settings

- Add a policy name, make it meaningful
- Type is explicit
- Add an optional category

- Select our new registration settings document from the drop down in the Registration
Setting Type field

- Save and close
Policy : /LS10 New User on Hosted

Bazics I F'Ulicy.-’-‘n.ssignmentl Policy Precedence l Comments l Adrminiztration l

Palicy narme: L5710 Mew User on Hosted Create Child
Folicy tvpe: Explicit =

Deszcription:

Category: Reg

Regiztration: LS'IDNEW LzerReg = e, .

New.|
etup . hew. |
_ New.. |
_New., |

Archiving: - B
Desktop: - Mewy...
Security; - Mews...
hd-il. - Polciss |
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Registration policy — time to test!

Remember, the goal is to only enter 3 fields in order to get a

new user registered
Open up Domino Administrator and register a new user as you

normally would
« Enter the certifier ID and password

& STS Domain - hosted/STS [3 Welzome
People & Grnuml Filesl Server... l lMessaging... | Replication | Configuration

Server: hostedfSTS
@ Release 851 on Windows/2003/64 5.2 v Toals
Q@ Doming Directaries ~ d _—
LI sts's Directory - eopie
Choose a Certifier E i People Register...
&2 Groups
Server... hosted/STS ﬁ% Ma?l-l.n Databases an /
& Palicies
(%) Supply certifier |0 and password & Dynamic Policies
: & by Person/Gi
L | T 1 i [&] by Categary
| P

() Use the C4 Process

The 'Use the CA Process' option allows vou to specify a certifier without
acceszs bothe certifier (D file or certifier password,

ar. Caticel
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Registration policy — time to test!

« On the basics tab, select the new explicit policy we just
created from the drop down list

Register Person -- New Entry E

2, Basics Provide name, password and other basic information for the new person, To view/edit additional
"= reqistration settings, check the ‘Advanced' checkbox below.
Registration Server.. | hosted/STS
Firzt name: HMiddle name: Laszt name: Short name:
Fazzword: Mail zystam: E #plicit policy:
Lotus Notes ik
Pazzword Options. .. Atemet pswor
. . /L5100 New User on Hosted
] Enatle raaming for this person /STS Contracter _
Create a Motes ID for this perzon Policy Synopsis...
[ Advanced Migrate Pecple. .. Import T ext File....
Regiztration Queue (local):
- Uzer Mame -~ -~ |Registration Statuz -~ Date ~
£ >
Optionz... Done




Lotus knows.

Smarter software for a Smarter Planet.

Registration policy — time to test!

 Fill in the following:

- First name
- Last name
- Password

. . Register Person -- New Entry E
e Yes, thatis it

2, Basics Provide name, password and other basic information for the new person. To view/edit additional
"= registration settings, check the ‘Advanced' checkbox below.

- All the settings from the “LS 10 New User on
Hosted” are applied

Registration Server... | hosted/STS

First namne: Middle name: Last name: Shart name:
. L5 10 Lin
- To check this..... : S
FPazzword: M ail gpztem: Explicit policy:
L510wilFiock] Lotus Motes | /L5710 Mew User on Hosted »

Pazsword Options... Organization policy:

[ Enable roaming for this person

Create a Hotes ID for this person Paligy Synopsis...
[ Advanced Migrate People... Impart Text File... || ¥
Regiztration Queue (local):
-~ User Mame -~ -~ |Registration Status -~ Drate
£ >
Fegister Al Beqister Options.... [one
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Registration policy — success!!
« Check the Advanced check box

- Check some other random tabs
- In this case Mail
- All the settings are populated!

. . Register Person -- New Entry E
* And then bask in the time you saved |, e
& sl it .
: & 10 o et e ey )
« Remember to keep your policy — o ces 09

Operw/ebCMS 4.1

u pd ate d D Roaming Personal &ddress Book v

- I ail File Replicas... About... i
u Other 1 Pl U mail35. ntf
. . M il file owner access: I ail file manager:
When the mail template is updated — R -
- If yOU need eXtra ma II fl Ie re pI | CaS [ Create file in hackground Set databasze guota in megabytes 2043
Enable full text index Set warning threshold in megabptes 2000
Advanced Migrate People... Impart Text File... || ¥
Regiztration Queue (local):
-~ User Mame -~ -~ |Registration Status -~ Drate
£ >
Fegister Al Beqister Options.... [one
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Example Policy

* Registration Settings

« Desktop Settings

« Mail Settings

e Security Settings

« Additional Policy for Laptop Users
e Archiving

o Other Settings
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Desktop settings for end users

« Some really useful settings are not enabled by default

 We will add this new setting to an existing organizational
policy to apply these useful settings

« Again, we need a desktop settings document and a policy
document
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Desktop settings creation

« Create a new registration settings document

- Open the Domino Directory
- Open the Configuration, Policies, Settings view from the navigator

- In the Add Settings action, select Desktop

Domino Directory (@)add Bettings.. ~| (F)EditSetings 68)Delete Setiings
rchlwng Name ~ Description
2 & Peaple Diesktaop
- i i 9%
ooo by Organization II\lﬂ;ﬁlstratlon archiving
- T by Client Version Seturity “xpired Docs
(& Alternate Languages Setup Criteria Settings
> _Qﬂ Centificate Expiration Connections i )
& 2] Policies Latus Traveler EXDI.I’Bd docs
@ r%-% Roaming Settings
.
reh Groups symphary ctions
= Canfiguration e roem nas
El]j]j Cervers desktap
# hdail Setti
;-----DDAII Server Documents at=e I.ngs
) ] mail
" T Corfigurations # Registration Settings
T Connections Contractor Setup (web)
B Programs Default User
L = Exte-rnal Domain Met E;r;puloyee SBtUDReu = -
B B Messaging # Becurity Settings
- &¥* Replication INET P/
®- [{f Directary
= [[&] Policies
il Dwnamic Policies
e | Settings
- 5 web
- E Clusters

lotusknows.com
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Desktop - Basics

« Select Enable “Synchronize Contacts” on the replicator tab
- New in 8.5.1 (thanks, Mary Beth!)

Lnzplay Advanced Menus in the WV Yes [~ Don'tsetvalue [ Inherit [ Entarce
client:
Open listlLauncher: Open buttan j= Don't setvalue w | [ Inherit ™ Enforce

Enable "Synchronize Contacts"on W ¥es Set initial value w | [ Inherit ™ Enforce
the Replicatar:
Specify the LURL that accesses the [~ Don'tsetvalue [ Inhent [ Enfarce

Protector zerver:

lotusknows.com ) CREATED WITH LOTUS® SYMPHONY" \
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Desktop — Preferences\Basics

- Enable autosave
- Autosave every N
- Lock ID

lotusknows.com

Desktop Settings : LS10 Desktop Settings

Basics l Smart Upgrade ] Applications ] ‘widgets ] Dial-up Connections ] Accounts ] Mame Servers ] S5L ] AppletSecurity’] Froxies l hd ail ] Prefe

Basics l Mizscellaneous ] window Management] Regional Settings ] Internet] o ail ] Instant Messaging ] Replication ] Metwark Ports ] Fontz anc

lcon color scheme: -
Empty trash folder: -
Scan for unread: -
Save state on exit: -

Enable AutoS ave:

AutoSave every W minutes:

Lock 1D after M minutes of

inactivity:

Enable scheduled local -
agents:

CREATED WITH LOTUS® SYMPHONY"

Don't setvalue

Don't setvalue

Don't setvalue

Don't setvalue

Setinitial value

Setinitial value

Setinitial value

Don't setvalue

-

-

-

-

-

Inherit

Inherit

Inherit

Inherit

Inherit

Inherit

Inherit

Inherit

Enforce

Enforce

Enforce

Enforce

Enforce

Enforce

Enforce

Enforce
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Desktop — Preferences\Misc 1

- Enable right-double click
- Process print in background
_ Enable MS Office SendTO Baszics l Smart Upgrade l Applications l Widgets l Dial-up Connections l Accaunts l Mame Servers l SSL] AppletSecurityl Proxies l ail l Preferences ] C

Basics l Mizcellaneous l Window Management] Regional Settings l Internetl kA ail l Instant Mezsaging l Replication l Metwork Ports l Fontz and Colors l

tdark documents read when - Don't setvalue w | [ Inherit ™ Enforce
opened in preview pane:
hake Internet URLs into Hotspots: T g0 Dion't set valus w | [ Inherit ™ Enfarce
Textured Warkspace: - Don't set valus w | [ Inherit ™ Enfarce
Right double-click clozes window: Cet initial value w | I Inherit [ Enforce
Enable Java applets: - Don't set value w | [ Inherit [~ Enforce
Enable JavaScript: - Dion't setvalus w | [ Inherit ™ Enfarce
Enable Java access fram - Don't set value w| T Inherit ™ Enfarce
JavaScript:
Enable Pluginz in Motes Browser: - Dan't set value | I Inherit [~ Enforce
Enable ActiveX in Notes Browser: - Dion't set valus w | [ Inherit ™ Enfarce
Accept cookies: - Don't set valus w | [ Inherit ™ Enfarce
Dizable Wiew updates as a - Dion't setvalus w | I Inherit [ Enforce
backgraund task:
Process Print requests as a Setinitial value w | [ Inherit ™ Enfarce
background tazk:
Retain View column sorting: Setinitial valus o | I Inherit [~ Enforce
Enable M3 Office 87 SendTo to St it alvalie ™ Inherit [ Enforce
fotes:

" Inherit ThEpdores

I
|

| ||
I
I

lotusknows.com CREATED WITH LOTUS® SYMPHONY"

[T
-l
Tl




Lotus knows.

Smarter software for a Smarter Planet.

Desktop — Preferences\Misc 2

- Enable Compress images pasted into documents

O I L N T TN e S [T V) | ol Don't setvalue - . wnhert . [T
currently open windows tabs:

Do not prompt when exiting | Don't set value w | [ Inherit [~ Enforce
Motes, Daomina

Designeriadministratar:

Do not prompt when clozing a T aE Dion't set value w | [ Inherit [ Enforce
docurment with edited

attachments:

Compress images pasted into Erable 5= S fimiial] vl ™ Inherit [ Enforce
docurments:
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Desktop — Preferences\Mail

- Check for new mail

- Mail checking interval
- Play a sound

- Refresh inbox

. Desktop Settings : LS10 Desktop Settings
- Show anicon

Baszics l Smart Upgrade l Applications l Widgets ] Dial-up Connections l Accounts l Marme Servers l SSL] ﬁppletSecurity] Froxies l h ail l Preferences l

Basics l Mizcellaneous ] findow Managementl Regional Settings l Internet l kA ail l Instant Meszaging ] Replication ] Metwark Paorts l Faontz and Colors l

Save sentmail: - Dion't setvalue w | I Inherit ™ Enforce
Sign zent mail: b Dlon't setvalue w | I Inherit [ Enforce
Encrypt zent mail: - Dlon't setvalue w | I Inherit [~ Enfarce
Encrypt zaved mail: - Dlon't setvalue w | I Inherit [~ Enfarce
Check for new mail: S otiniial valus o| T Inherit [~ Enforce
Mail checking interval S otiniial valus o| T Inherit [~ Enforce
Show a Popup: - Dlon't setvalue w | I Inherit ™ Enfarce
Play a Sound: Setinitial value w | I Inherit ™ Enforce
Autarnatically Refresh Inbox: Setinitial value w | I Inherit ™ Enforce
Show an icon in Systerm Tray: Setinitial value w | I Inherit ™ Enfarce
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Desktop — Preferences\Network Ports

- Set the ports you use to compress
- Note, you also have to enable port compression on the server too

Desktop Settings : LS10 Desktop Settings
Basics ] Smart Upgrade l Applications l Widgets ] Dial-up Connections l Accounts l Mame Servers l SSL] AppletSecurity] Froxies l Pt ail ] Freferen

Basics ] Miscellaneous l Window Managementl Regional Settings l Intemetl kA ail ] Instant bdessaging l Replication l Metwark Ports l Fontz and Co

METBIOS = Dion't set value w | [ Inherit ™ Enfarce
NW/SPX T Don't setvalue v | T Inherit ™ Enforce
Ter Setvalue and prevent changes i I Inherit [ Enforce
APe = Don't setvalue w| I Inherit ™ Enforce
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Desktop — Diagnostic

— Having a Notes client send in NSD reports can be very helpful for troubleshooting client
crashes

- (Create and) Select the NSD mail in database

Desktop Settings : LS10 Desktop Settings

Wwidgets ] Dialup Connections ] Accounts l Mame Serers ] SSL] AppletSecurity] Proxies ] b ail l Preferences | Comrments | Diagnostics | Custom Settings

hdail-in Database for diagnostic NSO Mail In =1 I~ Don't setvalue ™ Inherit [ Enforce
reports:

Prormpt user to send diagnostic Tex = [ Don't setvalue [ Inherit [~ Enforce
report:

Prompt uzer for comments: Yes = [ Don't zetvalue [ Inherit [ Enforce
hdaximurn size of diagnostic 5 [ Don't zetvalue [ Inherit [ Enforce
meszage including atachments

{in MB):

rlaxirmurn size of MSD outputto 2 ™ Don't setvalue ™ Inherit ™ Enforce
attach {in MB):

kdaximum amount of conszole 10240 [~ Don't zetvalue [ Inherit [ Enforce
output file to attach (in KBY:

Diaghostic file patterns: ™ Don't setvalue ™ Inherit ™ Enforce
Rermove diagnosticfiles after a Yes = [~ Don't zetvalue I~ Inherit ™ Enforce
specified number of davs:

Murmber of days to keep 90 I~ Don't setvalue [ Inherit [ Enforce

diagnostic files:

lotusknows.com
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Lotus knows.

Smarter software for a Smarter Planet.

Desktop — Assign it to an organization
policy

 Now we'll create a new policy and assign this new setting to it

* |In the Domino Directory navigate to Configuration/Policies and
click the Add Policy action

Domino Directory

Deszcription
=2 & People

ooo by Organization
- by Client Yersion

@ Alternate Languages

- 47} Cartificate Expiration L3 _ISTS Contra._l:t.or N\
- [&] Palici # Organizational Policies
- olicies —_—
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Smarter software for a Smarter Planet.

Desktop — Assign it to an organization
policy

- Add a policy name - make it meaningful
- Type is Organizational
- Add an optional category to make it easy to understand

- Select our new desktop settings document from the drop down in the Desktop Setting
Type field

- Save and close

Policy : */STS

Basics l Comments l Administration

Policy narne: *f Create Child

3 — Organizational policies are
Policy type: Organizational 4= implicitly applied to all users
Description: matching this policy and all of its
Category pare.anoliciz.as.They cannot be

explicitly assigned.

Registration: - e,
Setup: - [,
Avrchiving: - e,
Desktop: LS‘ID Desktop Settings (= e,
Security: - [l
dail: hd R
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Desktop — Assign it to an organization
policy

* Notes about what we just did

- We can reuse the same organization policy to push out other settings, i.e Mall,
Archiving, etc

- When a user authenticates with their home server, then new settings will be pushed
down to the client and applied if necessary

- We set most settings to “Set Initial Value” so that end users can change them if
they so wish
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Smarter software for a Smarter Planet.

The truth about settings — you need more
than one

« “Desktop” is really just one of the trilogy of the settings you
want to implement as standard

« The others are “Mail” and “Security”

 We will now create a mail settings document and assign it to
our organizational policy
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Example Policy

* Registration Settings

* Desktop Settings

* Mail Settings

e Security Settings

« Additional Policy for Laptop Users
e Archiving

o Other Settings

| ||
4L
g
I
&
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Smarter software for a Smarter Planet.

Mail settings for end users

« Some really useful settings are not enabled by default

 We will add this new setting to an existing organizational
policy to apply these useful settings

« Again, we need a new settings document and an existing
policy document
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Smarter software for a Smarter Planet.

Mail Settings Document

« Create a new mail settings document

- Open the Domino Directory
- Open the Configuration, Policies, Settings view from the navigator
- In the Add Settings action, select Mail

Domino Directory Add Settings... ™ Edit Settings @Delete Settings

Archiving

Mame ~ Description
= ﬁ Peaple Deskkop
19
- izt Redqistration .
a5 by QOrganization 0l Archiving
- by Client Version P Expired Docs
- @ Alternate Languages Setup Critzria Settings
_Qj Certificate Expiration Connections P
8- [2] Policies Lakus Traveler -SXF;.TE .
) ettings
I%Qx Groupsz Roaming ctiong
. . Symphony
= Configuration B — T
gjjlj Camers desktop
DD Al o L510 Desktop Settings Stuff to set autornatically on Maotes clients
erver Document: 7 Mail Setings
-- T Configurations rrvail
T Connections # Registration Settings
. Contractor Setup {web)
T Programs

. Default U
- Esternal Dornain Met Stauitser
Employee Setup

H- B Messaging LS10 Mew User Req Home server iz Hosted
H- &% Replication # Becurity Settings

H. Eﬁ] Directary IMET P

=-[[&] Palicies

ﬂ Dvnamic Policies
- = Settings

H- i Web

H- £l Clusters

H- %2 Security
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Mail Settings - Basics

- Enter a meaningful name and description

@Save&Clnse ®Cancel @HDWTDAppI}f @Inheritance @Enforcement

Mail Settings : LS10 Mail Settings

Basics l I ail l Calendar and To Do ] Access and Delegation l Lotus iMotes l Client Detection | Camme

Marne: LS10 hMail Settings

Dezcription: Default zettings to allow far a better end uzer experience
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Mail Settings - Mail\Basics

— Disable ownership

Changlng @Save&Close ®Cance| @HDWTU Apply @Inheritance @Enforcement
- Enable spell check Mail Settings : LS10 Mail Settings
—_ Enable blank Su bJeCt Basics l bl ail l Calendar and To Da l Access and Delegation l Lotus ibates l Client Detection l Comments l Adrinistration

Warnlng Basics ] Letterhead l Fallows: Up l Atention Indicators l Mezzage Recall l Meszage Disclaimers ]

- Enable inbox
maintenance

I [ Allow uzers to change mail file ownership I [T Don't setvalue [ Inhert [~ Enforce
for inbox removal

(0 bo emova Spell-check messages before W ves Cetinitial value w| [ Inherit [ Enforce
zending:
“Warn user about blank message m Setinitial value «w | [ Inherit ™ Enfarce
subjects: _
when uger deletes a collapsed Ask user | | Dontsetvalue w | [ Inkerit ™ Enfarce
conversation in any view or folder:
when user deletes any document | agk yaer w Don't set value «w | [ Inherit ™ Enfarce
in the sent view:
When user deletes a calendar Azk uzerwhether ta remove or delete | |Don'tzetvalue w| T Inherit [ Enforce
document fram any view or folder:
Delete documents in user's Trash Setinitial value w | [ Inherit ™ Enfarce
folder after how many hours:
Enable mail Inbax maintenance: ™ Inherit ™ Enfarce
Remove docurments older than [X] ™ Inherit ™ Enfarce
days frorm Inbox:
kaximurm number of documents 500 [ Inherit ™ Enfarce
to rernove per cleanup: -
Do not remaove unread documents T3 ™ Inherit ™ Enforce

from Inbox:
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Smarter software for a Smarter Planet.

Mail Settings - Mail\Attention Indicators

- Enable recipient icons
Mail Settings : LS10 Mail Settings

Basics ] b il ] Calendar and To Do l Access and Delegation ] Lotus iMotes ] Clignt Detection ] Comments ] Administration

Basics l Letterhead l Follow Up l Attention Indicators l kMezzage Recall ] kMezzage Dizclaimers ]

Sender names 1

= Dow't setvalue b
. vsetvalue
Dizplay a zolid circle when useris St initial value 3
the only recipient of a message:
Maximum number of recipients z P
far half circle dizplay: St initial value 3

Dizplay a half circle when mail iz | W Yes
zentto ho more than the
maximurm number of recipients:

Dizplay an empty circle when W ves
uzet's namme iz in the cc field:

initial value

I
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Smarter software for a Smarter Planet.

Mail Settings - Mail\Message Recall

« Check with your legal counsel or upper management before
enabling this

- It can cause issues with retention policies
- | didn't stay at a Holiday Inn Express last night, so don't ask me
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Smarter software for a Smarter Planet.

Mail Settings - Mail\Message Disclaimers

 |f your organization requires this, this is where to set it
* You also need to set the server configuration document, too!

Mail Settings : LS10 Mail Settings

Basics ] hail l Calendar and To Do l Access and Delegation l Lotusz iMotes l Client Detection l Comments l

Bazics ] Letterhead ] Follow Up ] Attention Indicators ] hezzage Recall ] hezzage Dizclaimers l

Motes client can add disclaimers: | pigablad W [~ Don't zetvalue

Dizclaimer text:

rAodify

[~ Don't setvalue

Thiz meszzage iz for the intended recipient.
YVou ghould really wisit
httpifblog.darrenduke.net

Disclaimer text format; Plain Text I [~ Dan't zetvalue
Disclairmer position: Append v [~ Don't setvalue
Multilingual Internet mail: Use Best Match v [~ Don't setvalue
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Mail Settings - Calendar\Display

- Enable display new (unprocessed) Mail Settings : LS10 Mail Settings

no‘“ces Basics ] kail l Calendar and To Do l Accexs and Delegation ] Lotus iMotes ] Client Detection ] Comrments l Adrr

Basics ] Displayl Maotices l Scheduling l Alarmms l Automatic Processzing ] Foorms and Resources ]

Start of the wwaork day: 0700 Akd @ Don't setvalue hd

ol L

&sk me before deleting calendar [ Wes

and to do documents: Don't setvalue b
Dizplay new (unprocessed)

hotices: Don't setvalue w
Process cancelled meetings [ Yes

autarmnatically: Don't set value ha
Dizplay To Do entries inthe ™ Yes

Calendar: Don't zetwalue hd
Calendar Cverlaw: Enabled /= ™ Don'tsetvalue
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Mail Settings - Calendar\Scheduling

- Change the availability to hours that suit Mail Settings - LS10 Mail Settings
yOUF Organlzatlon's WOrk day Basics ] il ] Calendar and To Do l Access and Delegation ] Lotus iMotes ] Client Detection ] Comments ] Ldminiztrs
—_ Enable CheCklng for Conﬂlcts Basics l Display] Motices l Scheduling l Alarms l Automatic Processing ] Rooms and Resources ]
Setinitial value v
[ Sunday
M Monday |DB:DD Ak - 05:30 Phd |
W Tuesday |08:DD Ahd - 0530 Ph4 |
V ‘wednesday |DB:DD Abd - 05:30 Pk |
W Thursday |DB:DD Ak - 05:30 Pha |
¥ Friday [08:00 & - D5:30 P |
rs

Check for conflicts when adding Setinitial value N

appointtments, accepting
meetings, scheduling a new

meeting:
Mote az a conflict if entry occurs ™ Yes
outgide of uzer's available hours: Don't setvalue b
Faor new meetings, the Scheduler @ Schedule details far each participant
i . . ) . v
initially shows: " Suggested besttimes for mesting Dan't setvalue
Show 24-hour scheduler: ™ “es
Don't setwvalue A

I
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Smarter software for a Smarter Planet.

Mail Settings - Calendar\Alarms

- My pet peeve, and one of the silliest settings is

that alarms are disabled by default!

Mail Settings : LS10 Mail Settings

—_— Enable a” alarms and adjust the advance tlme Bazics ] Fet il ] Calendar and To Do l Access and Delegation ] Lotuz iNotes ] Client Detection ] Comments ] Administrati

as necessary

lotusknows.com

Bazics l Displayl Motices l Scheduling l Alarmsz l Automatic Procezszing l Roomsz and Resources l

Enable the dizplay of alarm W ez Don't set value w | T Ink
notifications:

_IVAppointmentsIMeetith |3u— minute(s) in advance Dion't setwalue ¥ T Inf
¥ |Reminders ID— minutels) in advance Dion't setvalue v| I Ink
¥ [Events I‘I— day(s) in advance Don't setvalue v T inf
W lenniversaries l‘l— dayfs) in advance Don't setvalue v [l

_’VTDDD 1 daw(s) in advance of due date | Don't setvalue v| T nk
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Mail Settings - iNotes\Configuration

- 8.5 and 8.5.1 added some nice settings to

iNotes
- Making iNotes as similar as possible to Notes Mail Settings - LS10 Mail Settings

Clients makes end users happy Basics ] hail ] Calendar and To Do ] Access and Delegation | Lotus iMotes | Client Detection | Comrments | Adrinistration
- Enable mail threads Baszics ] Configuration l Offline ]

- Enable refresh inbox

Maximum attachment size (kb): 50000 Don't setvalue w | [ Inhe
- Enable unread COU nt Mail threads: Setinitial value w| [ Inhe
- Enable ScrO” hintS Do not show remote images I~ “es Don't setvalus | [ Inhe

without permission:

Refresh Inbox automatically: Setinitial value | [ Inhe

Enable unread count: v Yes Setinitial value w | [ Inhe

Autoupdate unread count: Inbroze Only o= Don't setvalue | [ Inhe

Enable scrallhints: Setinitial value | [ Inhe

Dizable warning on opening ™ Yes Don't setvalue w | [ Inhe

attachments:

Filter out irages frarm erails: ™ Yes W Don'tsetvalue [T Inhe
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Mail Settings - Client Detection

- Another great setting used for calendar interoperability
between Notes/Domino and other messaging platforms, ' wail setiings - LS10 Mail Settings
SpeC'ﬁca”y for repeat'ng Opt|ons |n meet'ng |nV|teS Basics l Rl ail l Calendar and To Do l Access and Delegation | Lotus iMotes | Clisnt Detection | Cor

- Allows administrators to map internet domains to specific Basics | Domain Mapping | Cert Setings |
messaging platforms like MS Exchange, Zimbra and
MOZ'”a " Dizable compatibility mode ™ Don't sets

™ Detect compatibility rnode from attendee addresses
or & fanually control compatibilit rmode with checkbox

- Allows the end user to select manually when sending an
invite

- This can also affect Lotus Notes invitees

- You will need to train your end users about this feature if
you choose manual
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Mail — Assign it to an organization policy

* Notes about what we just did

- We can reuse the same organization policy we created earlier to push out with
other settings, i.e Desktop, Archiving, etc

- We set most settings to “Set Initial Value” so that end users can change them if
they so wish

- Next up is the last of our common client settings, Security

Policy : */STS

Basics l Comments ] Adrinistration

Policy name: r*.l’J Create Child
o]
Folicy type: J—Organizationang i
Deszcription: rJ m
Category: " P4
e
Reagistration: rJﬂ Mew...
Setup: rJg e
Archiving: rJg e
Dezktop: TL310 Deszktop Settings 4= e
Security: rJﬂ e
Mail: L8110 Mail Setiings 4= Mew...
Connections: " aE Mew..
Lotus Traveler: " aE Mew..
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Smarter software for a Smarter Planet.

Example Policy

* Registration Settings

* Desktop Settings

« Mail Settings

« Security Settings

« Additional Policy for Laptop Users
e Archiving

o Other Settings
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Smarter software for a Smarter Planet.

Security Settings
« Ostensibly this contains settings to make the administrator's
life easier
Or
 To make the Domino environment more secure

 We will add this new setting to an existing organizational
policy to apply these useful settings

« Again, we need a new settings document and an existing
policy document
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Smarter software for a Smarter Planet.

Security Settings Document

« Create a new security settings document

- Open the Domino Directory
- Open the Configuration, Policies, Settings view from the navigator

- In the Add Settings action, select Security

lotusknows.com

Domino Directory

Add Settings... '| Edit Settings @Delete Settings

= ﬁ Feople
- &% by Organization
- ] by Client Yersion
@ Alternate Languages
- 47} Cetificate Expiration
#- & Policies
ﬁ% Groups
=] Canfiguration
Elljlj Servers
[ 41l Server Documents
- Configurations
T Connections
> T Programs
- T Esternal Darnain Met
®- B3 Messzaging
#- £* Replication
®- [l Directary
=-[&] Policies
g Dynarmic Palicies
J Settings
- Weh
B @l Clusters
- #2 Security

Archiving

Marne o
Desktop
Reqistration ge -
Mail frchiving

Description

Security =pired Docs
Setup - Criteria Seftings
Connections X
Lotus Traveler ‘XD'_rEd docs
R.oarning pettings
Symphory fuons
e e Tu -3
desktop
L5710 Desktop Settings Stuff to set automatically on Motes clients
# Mail Settings

LS10 hail Settings

Default settings to allow for 8 better end user experience

rmail

#Reqgistration Settings
Contractor Setup {web)
Default User
Employee Setup
L5110 Mew User Reg

# Security Settings
IMET P

Horne serveris Hosted
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Security Settings - Basic

- Enter a meaningful name and description

Security Settings : LS10 default security settings

Basics l Faszsword bManagement ] Execution Control List l Keys and Certificates ] Signed Plug-ins

Mame: TLS10 default zecurity settings
Dezcription: " Pazaward vhic, key lenght, ECLIJ
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Security Settings — Password Mgmt\Basics

- Lotus Notes has the capability to allow for some very
SOphIStICated password OpthﬂS Security Settings : LS10 default security settings

- To allow for this option, enable Custom Password
Policy and a new tab appears

Bazics l Pazsword Managerment ] Execution Control List l Keys and Cerificates l Signed FIly

Pazzword banagerment Baszics l Custom Pazsword Policy ] Motes Shared Login I

B Enable Update Internet Password Use Custom Pazsword Policy for Motes ™ Don'
H H H Clients

- Enaple Password Explratlon_, the required change ok pasoorard on Notos i il e e~

|nterva| and a grace perlOd Allow Users to Change Internet Yes glw [ Don'

Pazsword over HTTP

Update Internet Pazsword When Motes I~ Dan'

Client Pagzword Changes

Enforce Password Expiration Motes & Internet 1= [~ Dan'

Required Change Interval ™ Cian'
Alloweed Grace Period 15 days ™ Dan'
Pazsword History (Motes only) 50 4 passwords ™ Dan'
Warning Period 30 days ™ Dan'
Cugtom Warning hMeszage [~ Dod
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Security Settings — Password
Mgmt\Custom Password Policy

- Yes, you can force users to change their password the first
time they use a Lotus Notes client

- No more “lotusnotes”, “p@ssword”, etc

Security Settings : L510 default security settings

Bazics ] Pazsword Managerment l Execution Contral List ] Eeys and Certificates l Sigr

- Fill in the fields that are required by your organizations'
complexity requirements

Pazzword Management Bazics ] Cugtom Pazzword Policy ] Motez Shared Login ]

Change Pazzword on First Motes ™ Dor
Client Use

Allow Common Mame in Mo = ™ Do
Pazaward

Paszsword Length Minimum 8. characters ™ Dot
Password Length baximum characters ™ Dot
Paszsword Cuality Minimurm ™ Dot
hdinirnumm BMumber of Alphabetic 1 ™ Dot
Characters Reguired

hiniraum NMumber of UpperCaze 1 ™ Dot
Characters Required

Minirmum Mumber of LowwerCase 1 ™ Dot
Characters Required

Minirmum Mumber of Murneric 1 ™ Dot
Characters Required

binirnum Mumber of Special 1 I~ Dar
Characters Required

Minirmum Mumber of characters of ™ Dot
Mon-LowerCase Characters - ™ D
Fequired

baxirmurm Mumber of Repeated 2 ™ Dot
Characters Reguired

bdiniraumm NMumber of Unique 4 ™ Dot
Characters Reguired

Pazzuword May Mot Begin With L= ™ Dot
Pazzuword bay Mot End With - ™ Dot
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Security Settings — Password Mgmt\Notes
Shared Login

- Replacement for “Single Sign-On” option that is now controlled via a policy
- Enable if you wish to have Notes automatically login with the end users Windows password
- Be careful using with “ID Lock Out” - the password prompt is hidden!

Security Seftings : LS10 default security settings

Basics ] Fazsword hManagement l Execution Control List l Keys and Certificates l Signed Plug-inz | Partal Server l 1D Yault l

Paszsword Management Basics ] Custorn Password Policy l Motes Shared Login I

Enable Motes shared login with [fes = Don't setvalue 3
operating svstem:
Allow User Changes? T Yes [T Don'tsetvalue
* Mo
Howe to notify users when enabled: Mo notification = [T Don'tsetvalue
Homwe to notify uzers when dizabled: Mo notification = [T Don'tsetvalue

lotusknows.com
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Security Settings — ID Vault

- One of the best features in 8.5

- Not usually set manually, but via the ID Vault wizard
- See session SHOW101 for more details on ID Vault
- If you want to assign an existing vault, do so here

Security Seftings : LS10 default security settings

Basics ] Pazsword Management ] Execution Control List ] kevs and Certificates l Signed Plug-ing | Portal Server l 1D Wault I Pr oo

Aszzigned vault: JID Yault ™ Don'tsetvalue ™ Inh

Forgotten pazsword help text: Please call the help desk at 3344 t0 [ Don't setvalue ™ Inh
resetyour password|

Enforce pazsward change after pazsword ez g« [~ Don't zetvalue [ Inh

has been rezet;

Allow Motes-bazed programs to use the Mo = [ Don't setvalue ™ Inh

Motes D Wault:

&llow autoratic 1D downloads: Yes = ™ Don't zetvalue ™ Inh
davs r r
hours
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Security — Assign it to an organization
policy

* Notes about what we just did

- We can reuse the same organization policy we created earlier to push out with
other settings, i.e Mail, Archiving, etc
- Most of the security settings do not have a drop down option. More on that later.

- We are now done. Some useful settings are now enabled and will be pushed down

to the Lotus Notes client. B, at5

Basics l Cornments l Adrinistration

Policy narne: r*.fJ Create Child
Palicy tvpe: rOrganizationang

Description: " a

Category: " a

Registration: rJﬂ Mew...
Setup: rJﬂ Memw...
Archiving: rJg e,
Deszkiop: "L310 Deszkiop Settings 1= Meaw...
Security: "L510 default security settings 1= Mew...
Mail: LS10 Mail Settings 1= Mew..
Connections: = Mew...
Lotus Traveler: " aE Mean...

P (- Bl [
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Example Policy

* Registration Settings

Desktop Settings

« Mail Settings

e Security Settings

« Additional Policy for Laptop Users
e Archiving

o Other Settings
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Additional policy for laptop users

e To create a new policy we can

- Start afresh with all new policy and settings documents

- Start afresh with all new policy document, reuse similar settings, create new
settings for changes

Both of these are time consuming and error prone
OR

- We can use policy inheritance to inherit values from a parent policy and change
only the items we wish in the child

Fast, and we are assured whenever a parent changes, the child will too
Create a child policy, set for inheritance
Add new settings documents to change as required
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Additional policy for laptop users

« Recap

- All of the settings from the “LS10 Example” policy (created earlier) will be inherited
to these users

- Their passwords are more complex

e Our new users will be in a group called “Laptop Users”
- This will be assigned the new explicit dynamic policy we are about to create
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Edit an existing policy

« Create a new child policy from an existing policy document

- Edit an existing policy in the Domino Directory, Configuration, Policies navigator
- The one we will edit will be the parent for our new laptop policy

Domino Directory (@)add Policy  (F)Edit Policy  G®)Delete Policy
Palicy Marmespace Deszcription
5 People e
: # Explicit Policies
s by Organization 7 Internet password
* T by Client Yersion 4 Nirternet passward
----- @ Alternate Languages #L310 Example
----- sz Centificate Expiration l IL510 Example
- 5] Policies #1310 Mew User on Hosted
JE] ILS10 New User on Hosted
IT'H Groups # 5TS Contractor
= Configuration * ISTS Contractor
EI DD Servers 1k Organizational Policies

----- Jjﬂ All Server Document:
- T Configurations
T Connections
* T Programs
e T External Dornain Met
H- B4 Meszaging
- &¥ Replication
- Eﬁ] Directary
|27 Palicies
" & Dvnamic Policies
- = Settings
i web
H. Il Clusters

&
L)

T
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Edit an existing policy

« Use the Create Child button to create new policy document

Policy : /LS10 Example

I F'Ulic;-.fﬁi‘xssignment] Folicy Precedence | Comments | Administration l

Falicy name: ILS10 Example Create Child

- — Explici
Fuolicy type: Explicit assign
Cescription: docur
Categaory:

Regigtration:

Setup:

Archiving:

Dezktop: L5310 Desktop Settingz
Security: L5510 default security zettings
b ail: L5110 kail Settings

Connections:
Lotuzs Traveler:
Roaming:

Svmphony:
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Edit an existing policy

« Enter a policy name for the child

- Notice the parent policy is indicated here

Policy

Basicslpolicy.&ssignment Policy Precedence | Commentz | Administration

Parent policy: fLS10 Example

Palicy name: I Laptop User&l I Explicit po

Palicy tvpe: Explicit = asgigned
— document

Deszcription:

Category:

Reqiztration: - Mew.

Setup: - Mew...

Archiving: - Mews. ..

Desktop: - e,
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More complex passwords

 We will add a new Security Settings document to this policy

- Click the New button in the policy document
- Add a name and description to the new security settings document

- To add inheritance to all fields manually is tedious, so select the Inheritance action
button and select Enable for all fields

®Save & Cloze @Cancel @Inheritance "’| @Enfnrcement

Enable for all figlds

Security Sefttings :| Dssbieforalfieids  Settings

Bazics l Pazzword bManagement l Execution Control List l Kevs and Certificates | 5

Mame: Laptop Security Settings

Dezcrption:
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More complex passwords

- Notice how all options now have “Inherit for parent policy” checked
- These settings will now be inherited from the parent

- The parent policy, via its own settings, has a password length of 8. For this policy we will
setitto 12

- Our new change will be entered under the Password Mgmt/Custom Password Policy tab
- Uncheck Inherit, so that this policy will specify its own setting
- Change the password length value to 12
- So any children of this policy cannot change from 12, we check enforce

Security Sefttings : Laptop Security Settings
Bagics l Fagsword Management l Execution Control List ] Keys and Cerificates l Signed Plug-ing | Portal Server l 1D Yault ] Proxies l Comments | Administration

Fazzword Management Bazics ] Cuztormn Pazsword Policy l Motes Shared Login ]

Change Passward on First Motes rNoJﬂ [~ Don'tsetvalue W Inherit ™ Enfarce
Client Use

Allow Cornrnon Marme in ez =l [~ Don'tsetvalue ¥ Inherit ™ Enfarce
Passward

Password Length bMinirmum I 712 4 characters [~ Don'tsetvalue ™ Inherit W Enforce: I
Passward Length haximum * jcharacters I Daon't setvalue v Inherit I Enfarce
Password Quality Minimum T ™ Dan't setwalue W Inherit ™ Enforce
Finimum Number of Alphabetic * 4 [~ Don'tsetvalue W Inherit [~ Enforce
Characters Required

Finimum Number of UpperCase 4 ™ Don't setvalue ¥ Inherit ™ Enforce
Characters Required

Minimum Number of LowerCase  © 4 I Don't setvalue ¥ Inherit ™ Enforce
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More complex passwords

- Save and close and assign the setting to our child policy

- Once the child policy document is saved, we now have child policy that can be used as a
dynamic policy

Policy : /Laptop Users/LS10 Example

L

Palicy narme: fLaptop UsersfLS10 Example Create Child
Explicit policies ¢

Falicy type: Explicit ;= azsigned to uger
Diescription: document.
Categorns:

FRegigtration: - Mlew .

Setup: - Mewy...

Archiving: - Mew...

Diezktap: - Mewy...

Security: Laptop Security Settings o= Mlew. ..

rail: hd e, .
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Assigning the dynamic policy

- Assuming we already have a group called “Laptop Users”, we will now assign that via a

dynamic policy

- Open the Policy Assignment tab on your child policy document and use the drop down

pick list to select the group

Policy : /Laptop Users/LS10 Example

Baszics l F'-:uliu:y.-'i‘-.ssignr‘nentl Policy Precedence l Comments l Adrminigtration l

Select Names

Laptop Users

Choose the directory, then type all or part of the name.

Directory: stz's Diirectony

Find names starting with:

& Laptop Users
& LCTY Reqistration
[~ |
~ .‘\
_n
Details.. Add to Contacts

L2 l]
Names
& Mames:
£y Laptop Users
Remave Remave Al
ak. Cancel

Tip: v'ou can drag and drop the names
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Forcing precedence

- So that this new policy will always be applied, this new policy will have the highest

precedence
Domino Directory Add Policy Edit Policy @Delete Policy @Increaw Precedence @Decrea&e Precedence
Frecedence  |Dynamic Policy Authar 2
= ﬁon People
P o I 1 ILaptop Users/l 510 Example Darren Duke/STS |
[ree by Organization 2 linternet passward Darren DukelSTS
> T by Client Verzsion 3 ISTS Contractor Darren DukeiSTS

@ Alternate Languages
_.Q'f. Certificate Expiration
g Folicies
ﬁ:?, Groups
= Confiquration
EIDD Servers
: ]j]j All Server Docurment:

==Y
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Testing child polices and inheritance

- Users in the Laptop Users group will now be assigned the new policy

- Using the Policy Synopsis Tool (covered in detail later), we can see the new settings as
assigned to a member for the above group

+ Note the PwdLenMin =12 came from Laptop Users
While
- PwdLowMin=1 came from LS10 Example

- This is due to the inheritance we just created

oA e AN L R s DA T e A TR St A et A e T R e it L L e

Pwidlenkdax does not hawve avalue set

Fwilentin =12 from Laptop Security Settings assigned in policy JLaptop Users/LS10 Example
PurdLowhdin = 1 from L510 default security settings assighed in policy /LS10 Example
FwilMotEnd does nothawve awalue set

PuwdMotStart does not have awalue set
Pl binbdin = 1 frorm | 210 Adefault carurite cathinns accinnad in aolice 1 210 Fyamnle
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Section 1 - Summary

 We just created a set of policy settings documents that will
allow for a much better Lotus Notes experience for both end
users and administrators

 We can have a single policy document and assign settings to
it

 We set most settings to “Set default value™ so an end user can
still change the setting
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Example Policy

* Registration Settings

* Desktop Settings

« Mail Settings

e Security Settings

« Additional Policy for Laptop Users
e Archiving

o Other Settings
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Policy Settings — Archiving
« Now for something completely different

* One of the most divisive options in an organization

- Just like Fight Club, the first rule of archiving is never talk about archiving
- luseit, | like it

« |t can also be used to disable local archiving, not just enable it

« We will look at creating an archive policy that will move all
documents

| ||
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Archiving Example

 We will look at creating an archive policy
« This policy will

- Be run on the server

- Archive to the users' mail server
- Archive all documents old then 365 days old
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Archiving Document

« Create a new archiving settings document

- Open the Domino Directory
- Open the Configuration, Policies, Settings view from the navigator
- In the Add Settings action, select Archiving

lotusknows.com

Domino Directory

Add Settings... ™ Edit Settings @Delete Settings

= ﬁ People

ooo by Organization

- by Client Yersion

@ Alternate Languages
- [T Certificate Expiration
®-[2&] Policies

ﬁ:?, Groups

= Configuration

Elljﬂ Servers

Jj]j All Server Docurmer
-- T Configurations

T Connections

’ T Programs

(. T External Domain N
#- B Meszaging

- &¥ Replication

- ({f) Directory

- [ Policies

ﬂ Dynarnic Policies
“[=] Seftings

- 55 Web

[H- ,Eﬂ, Clusters

Archiving

Deszcription
Desktop

Reqistration
Tail
Security
Setup

Archiving
cxpired Docs
Criteria Settings
H

zxpired docs
Settings

Connections
Lotus Traveler
Foaming

dions

Symphony
e e 10 §

desktop
L5710 Desktop Settings Stuff to zet autornatically on Motes clients
7 hail Settings
L510 bail Settings Default settings to allow for a better end user experience
rnail
# Reqiztration Settings
Contractor Setup fweb)
Default Uzer
Employee Setup
L5710 New Uszer Reg Home server iz Hosted
# Security Settings
IMNET P!
L510 default security zettings Pazsword sync, key lenght, ECL

[ CREATED WITH LOTUS® SYMPHONY" ’
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Archiving Document - Basics

- Add a meaningful name

— Check Server as this will take place on the server Archiving Settings - 45 Day Archiving
—_ AS the source Select Ma” server Baszicz l Selection Criteria ] Logging ] Advanced ] Comments l Administration
- As the destination select Mail server

Marme: 365 Day Archiving

Description:

[~ Prohibit archiving [T Don'tsetvalue

[ Prohibit private archiving criteria [T Don'tsetvalue

" Uszer's local workstation
¥ Server

[T Don'tsetvalue

Source Server: [~ Don't setvalue

" Specific server
* hail server

Destination Server; ™ Don't setvalus

" Specific server

% hail zerver

lotusknows.com ) CREATED WITH LOTUS® SYMPHONY" \
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Archiving Document — Selection Criteria

- Create a new criteria with the New Criteria button

lotusknows.com

Archiving Settings ,
Basics | Selechon Critena | Logging | Advanced | Camments | Adraristrabion |

I Dron't setwalue [ Inherit Selection Criteria [~ Enforce Selection Criteria

Mew Critena | fudd Criteria | Remowe Criteria

Archive Criteria Settings

1 1
Baszics | Destination | Comments | Adminisiration |

Marne
Drescription

T Enable srchive eritens

& Copy old docurnents into archive database; then clean up database
 Clean up dstabaze without archiving

& Delete older docurments from the database

" Reduce the size of documents inthe database

netmodified in more than “ 7365 davs w

Archive By ViewiFolder

Server Local

Template

Change ternplate sener W
Choose fermplate w

[T Inviews orfolders:

| ||
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Archiving Criteria Document - Basics

- Enter a meaningful name
- Check Enable archive criteria

- For How should documents be archived, select
Copy old documents; then clean up

- For How should documents be cleaned up, select
Delete older documents

- For Which document should be cleaned up, select
older than 365 days

- Pick a template server and archive template

Archive Criteria Settings : 365 Days

Basics } Destination l Comments ] Adminiztration ]

Marme: 365 Days
Deszcription: |

¥ Enable archive criteria

#* Copy old documents into archive databasze; then clean up databasze

" Clean up databasze without archiving

* Delete older documents from the databaze

" Reduce the zize of documents in the databaze

alder than ¥ 1365 days b

Mote: "older than® settings can only be applied to Domino ¥ servers or later.

Archive By ViewlFolder:

Server: hostedrSTS
Template: kdail (RE.5)
Change template server: hosted/STS -
Chooze template: M ail (RE.5) -

[ Inviews orfolders:

lotusknows.com
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Archiving Criteria Document - Destination

- The default values are OK

- Make sure if you change the suffix, that is still ends
in .nsf

Archive Criteria Settings : 365 Days
- Save and close

Bazics l Deztination ‘ Caomments l Adminiztration l

Archive Directory: J-'|ar|:|*1iw3J
Archive Prefix a4
Archive Suffix r_me
Mumber of Characters rEJ

frotm

ariginal filename:

Preview an exarmple:

archivela_dduke.nst
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Archiving Document — Logging

* Logging is optional
- We will enable it for at least the first few runs

Archiving Seftings

Baszics | Selachon Criteria | Lagging | Advancad | Comrmenis | Adminigtration

¥ Lag all archiving activity into & log database T Don't setvalue M Inherit ™ Enforee
Log Directary archive ™ Don't setvaluse I Inherit I™ Eniorcs
Log Prefi L I Don'tsetvalue I Inherit I™ Enforce
Log Suffoc nst ™ Don't setvalus T Inherit I™ Eniorce
Number of Characters 50 [T Don't setvalue I Inherit ™ Enforce
from ariginal filenarme:

F Include document links 10 archived documents I Dontsetvalus T Inhent ™ Enforce
Prewvignar an

Exannple

archrell_ddulke nzf

lotusknows.com ) CREATED WITH LOTUS® SYMPHONY" \
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Archiving Document — Advanced

— Ensure Delete a document only when the criteria can delete all responses as well is checked
- Save and close

Archiving Seftings : 365 Day Archiving

Baszics l Selection Criteria l Logging l Advanced l Cormments l Adminigtration

W Delete a document anly when the criteria can delete all responses az well

P aximum document retention selection is: ag “Years w

[ Use custormer generated expiration field




Lotus knows.

Smarter software for a Smarter Planet.

Archiving Document — Advanced

— Ensure Delete a document only when the criteria can delete all responses as well is checked
- Save and close

Archiving Seftings : 365 Day Archiving

Baszics l Selection Criteria l Logging l Advanced l Cormments l Adminigtration

W Delete a document anly when the criteria can delete all responses az well

P aximum document retention selection is: ag “Years w

[ Use custormer generated expiration field
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Archiving Setup Complete

- We have successfully set up archiving from a settings perspective
- We will now assign this to an existing policy

.-’-'-.u:lu:l Settingsz... Edit Settings @Delete Settingz

Twpe Setting Mame -~ Description Signed By

65 Digyw Archiving ] Darren Duke/STS
Clean Expired Docs Darren DukelSTS

# Archive Criteria Settings
[Z65 Davs | Darren Dukel/STS
Purge expired docs Darren DukefSTS
¥ Connectionz Settings
Connections Darren DukelSTS
#Desktop Settings
dezktop Darren Duke/STS
L310 Deskiop Settings Stuff to zet autormatically on Motes clients Darren DukelSTS
7 hlail Settings
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Assign Archive to a Policy

- Simply select the new archive settings document in the archiving section

Policy : /Internet password

l F'-:uliu:;-.f.-’-'-.ssignmentl Fuolicy Precedence l Commentz | Administration l

Fuolicy name: finternet pazsword Create Child |

Policy tvpe: Explicit g/ =

Dezcription:

Category:

Regiztration: Emplovee Setup = e, ..
Setup: * Mews. ..
Archiving: 265 Day Archiving Settings 4= Mews. ..
Desktop: dezktop /= Mew...
Securit: IMET P! 1= M.
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Assign this Policy to a User Explicitly

For this example we will use yet another way to assign a policy, explicitly

Open the user' Person document in the Domino Directory and navigate to the Administration tab
Under Policy Management select the drop down list and select the correct explicit policy

Person: Darren Duke/STS darren.duke®@simplified-tech.com

%gf@i

Bazics ] WorkiHome ] Other] hizcellaneous ] Cerificates ] Roaming ] Adminiztration

Dheners: "Darren DukefSTS 4=
Adrninistrators: T

Allow foreign directary
zvnchronization:

Select Keywords

Last updated: Feywords
/nternet pazsward _D K k
/Laptop Uzers/LS10 Example
/L5170 Example Cancel -
Check pazzword: L5710 Mew User on Hosted Azzigned policy: nternet password a=]
Required change intereal: #3515 Contractor Setup profilels): - a
Girars nerind:
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But we are not done yet!

- Unlike all other policy settings, archiving will not work automatically

- This policy only signifies the users' mail file is eligible for archiving

- We need to create a program document to run the archiving task on the server

- From the Domino Directory, select Configuration, Servers, Programs from the left navigator
- Click the Add Program action button

Domino Directory Add Program Edit Program @Delete Program

On Server

< hostediSTS
: # zametime/ETS
o T by Client Version 7 stzdiBTH

Prograrm Command Line

= ﬁ People 20

.;}GQ by Organization

----- @ Alternate Languages

i _-r{f. Certificate Expiration
ﬂ Folicies

m Groups

= Configuration

FJDD Servers

Jjﬂ All Server Docun

-- T Configurations

T Connections

> T1 Programs

T External Domair

F- B4 Meszaging

B £¥ Replication
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Create the Program Document

- Enter the program name as “compact”

- Enter -A as the Command line

- Enter the Server to run on

- Enable the schedule

—  Our run time will be 8:05PM every Friday

- Note -A not only archives document from the source, but will also do file size
reduction on the source database too

- So no need to -B on these files

Program: Compact

Bazics l Administration l

Program name: Compact Enabledfdizabled: Enabled
Cammand line: =B, Run attimes: 03:05 Phd each dav
Serverto run on: hozted/STS Repeatintersal of: 0 minutes
Comments: Davs of week: Fri

lotusknows.com ) CREATED WITH LOTUS® SYMPHONY" \
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Archiving Test

— You can either wait until 8:05PM on Friday, or run it from the Domino console. The latter is
suggested

- Open a Domino console on the archive server and enter
- Load compact -A
- All databases on that server eligible for archiving will be archived
- New archive databases will be created if required
- Documents are moved to the archive, then deleted from the mail file

Ewventz
1202102009 083027 &1 Lrehring docurnents fromn maililduke hef (Lisa Duke)

£
7 ed 115 do
ﬁ!— |.1|:11
& .
i
Domino Command: | [EELRE T w Seand -
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Lets take a look at what the user will see

i i, Searcl
- When an end users' mail file has an archive a new X |-
navigator item is added to their mail file [ Dratts Search for
- Simply expand Archive on the left mail file navigator and =7 Sent = 1Who
click to open the archive I Follow Up * N
20 All Documents 2 p
L Junk (4) " N
T Trash "
=] Chat History B
Archive Darren Duke "=l ] New + & Reply + 4+I|qep|ﬂ.;. Al - ] g
hosted B Views
':1@{ Search in Yiew "Recently Archiw Fold = I¢
2 Recently Archived | A A
3 h f
£ Inbox (18197) saren et E& Archive 1
[#] Drafis = 1Who Subject 5 [gDavs y
=1 sent » 12212000 |5 Defaiit for Expired : N
N Al Documents b 12/18/2009 i H
LG Junk (7T) b 12/11/2009 L
0 Trash | b 12/04/2009 I
] Chat History b 117271200 M
|
T Views b 11202009
b 11/16:2009
[z Folders
b 111132009
7| Spam Protection A A0 HN

lotusknows.com
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Archiving Summary

e This is a policy setting that makes sense to set explicitly to users or
groups (with Dynamic Policies)

* You still need to issue a “compact -A” or “compact -a” on the server
to carry out any server side archiving

* |f you use local archives, make sure you back them up
- If you lose the drive, you lose the archive

* |t can be very beneficial for the server
- Less indexing
- Keeps production mail files slim and svelte

« Archiving, like fiber and exercise, is good for you and your server
even though no one likes it
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Example Policy

* Registration Settings

* Desktop Settings

« Mail Settings

e Security Settings

« Additional Policy for Laptop Users
e Archiving

o Other Settings
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Other Lotus Notes Policy Settings

o Setup Settings
 Roaming Settings

e Summary
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Policy Settings — Setup Document

e Don't use this policy setting!
- All “Setup” options are now available in desktop settings documents
- It is recommended you migrate to using desktop settings documents

* Allows you to set common options used when Lotus Notes is
started for the first time by a user

« Sets options in the location document and user preferences
« As this is deprecated, see the Desktop Settings slide

| ||
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Other Lotus Notes Policy Settings

o Setup Settings
 Roaming Settings

e Summary
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Policy Settings — Roaming Document

« Allows a policy to control roaming

- Easier to manage than manually setting on a per user
basis

e See session SHOW103 for more details on
roaming Roaming Settings

Basics | Comments | Administration |
« Again, Dynamic Policies can be your friend

Mame: L5710 Roaming zettings
- Create a group called “Roaming Users” Description:
- Add a Dynamic Policy with this setting to this group
- Add or remove users from group as required Server name: hostediaTs [ Dont
Base folder: roamingt ™ Don't
Sub-folder farmat: Shortnarme - ™ Don't
Example: Jroamingitamadaol...
Files that roam: bookrnark.nsf, roamingdata.nsf. notebook.nef, ™ Don't
names.hif, localfeedcontent.nsf
Show raaming setup Mo = ™ Don't
dialogs:
IModifiable text for the Your Lotus Motes administrator has made vou a ™ Don't
first dialog: "roaming user” go that vou can get all of your Motes
data on different computers.
You can continue to do vour work and monitor the
progress on the Replication tab.
Textforthe "Roaming The roaming user setup process is complete on [ Dan't
camplete” dialog: thiz computer. Your Lotus Maotes data will be the
zamme on any computar.
Data removal on local Do not rermove data " ™ Don't
drives:
Allow user to tempararily ~ Mo g[= ™ Don't

dizable roaming:
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Other Lotus Notes Policy Settings

o Setup Settings
 Roaming Settings

e« Summary
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Other Lotus Notes Policy Settings -
Summary

« With other settings documents you can control a whole host of
other Lotus Notes and end user related options

« Setup is deprecated, use desktop settings instead
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Agenda

 Who is this dude and what will | learn?

« Section 1 — A complete example, start to finish
« Section 2 — Understanding and Fixing Policies
e Session wrap up

¢ Q&A
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Understanding and Fixing Policies
« Demystifying the “How to apply this setting”

« When it all goes wrong
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Understanding Your Options

 Now we have created some policies, applied them and seem
their results, it is time to take a look at the other options we
have when applying setting values

* There are four possible options when applying settings and we
didn't use them all

- Don't set value

- Set initial value

- Set whenever modified

- Set value and prevent changes

» Let's see some detailed examples
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Demystify “How to apply this setting”

« Check boxes and drop downs indicate setting exposure

- Checkboxes - no Notes client setting is available for the user to change
Use Custom Password Policy (Security Settings)

- Drop downs - the setting is exposed to the Notes client and the user may change
Spell-check messages before sending (Mail Settings)

Mail Settings : LS10 Mail Settings

Basics l Letterhead l Follow Up l Attention Indicators l Message Recall l Message Disclaimers l

[T Don'tsetvalue

™ @llow users to change mail file ownership: [ Don'tsetvalue
Don't setvalue w
Spell-check messages before M Yes Setinitial value Dan't setvalue
sending: = i
P - e -
Warm user aboutblank message W ves Set initial valus ‘Setinitial value o
subjects: Setvalue whenever modified

Setwvalue and prevent changes

 We'll now look at how these options impact the user and the
client using some of our examples from earlier

| ||
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Don't set value — drop down

 Even if a value is specified,
no value is applied!

bl ail ] Calendar & To Do l Access & Delegation 1

n

¥

Display] Scheduling l Alarms ] Autoprocessing ] Colors ] Rooms: & Resources

7

Scheduling l SchedulerDispIayl

5

7

7

T

. g . . ; -
« Uses the initial client install (51X
Basic Motes Client Configuratiar
= Calendar and To Do *NOTE: Your administratar has locked some preferences.
Composite Application Editar
Connections
. : 11 7 Faonts and Colors
o e Se I ng IS usua y O Or Home Portal Account Specify the days and times you are available for meetings.
InstallfUpdate
Log Settings
£ Mail
Replication and Sync
Sametime
Status Updater
Team Places

. bype Filker bext Calendar and To Do T S
setting
Access and Delegation
 End user can change the
— Chat Rooms and Broadcast Toc
I their client
Conkacks
Feeds
“ . I ) Instant Share Time zone: |Local time &
d Isa b ed Live Text Dy Time {exarnple: 09:00 Ak - 12:00 P, 01:00 Pk - 05:00 Phd)
Locations
Maotes Ports
Regional Settings
Search
Spell Check
Toalbar
‘Weh Browser

B O O A O Y B
*
+

™

and Themes [T Check far conflicts when adding calendar entries

-
Check for conflicts when adding W Yes N

. . W Inform mewhen | send invitations to non-Notes users
appointments, accepting

meetings, scheduling a new
meeting:

lotusknows.com 105 ¢ ) CREATED WITH LOTUS" SYMPHONY’
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Set initial value

* The setting specifies the
“new” default value

- And is sent to the end user a single
time

bype Filter bext Calendar and To Do S e
Accaunts v
Basic Mates Client Configuratior
() n u Se r Ca n C a n g e e = Calendar and To Do T MWOTE: Your adminiztrator hag locked some preferences.
_— Access and Delegation
. . Regional Settings .
Val u e O n th e I r CI Ie nt - Chat Rooms and Broadcast Toc hail | Calendar & To Do 1 Access & Delegation 1
#l- Composite Application Editar | duling ] Alartms l Autoprocessing ] Colors I Roorms & Resources
+I- Connections
- Then their custom value is used i e
Feeds
. f d Fonts and Colors
g O I n g O rWa r Horme Portal Account v Display alarm natifications
#- InstallfUpdate
Inskant Share Turn on alarms for:
Live Text ¥ AppaintmentsiiMeetings 30 minutes in advance
Locations W Reminders 0 minutes in advance
Log Settings
aa v All day events 1 days in advance
1d Delegation WV Anniversaries 1 days in advance
nks ¥ Ta Doz 1 days in advance of due date
nd Receiving Default sound | windows XP Balloan v || Play
p ADDDintmentsIMeetingS 30 minute(sj in advance r ‘I;gss *Mote: To set an alarm for Event Announcements, use the Appointments/Meetings entry
wd Sync
¥ Rerminders ] minutels) in advance M
ar
¥ Events 1 daw(s) in advance M
W Anniversaries 1 dav(s) in advance I
Themes
¥ To Do 1 daw(z) in advance of due date a
~
3 Alarms generate audio or mail reminders

lotusknows.com 106
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Set value whenever modified

 The newest option and the least useful
« End user can change the value on their client
 However, the end users' value is overwritten by the policy

- This “refresh” happens when the policy is applied, approx every 12 hours
- If you have end users you hate, this is for you

+ You can drive them insane

* | can't really think of a use for this

| ||
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Set value and prevent changes

« The value you specify is used
in the client

* End user cannot change the | B[]

bype Filker bext Calendar and To Do T S

value on their client R

Basic Motes Client Configuratiar
= Calendar and To Do *NOTE: Your administratar has locked some preferences.

- It will most likely be grayed out and Aacess and Dalogation

Regional Settings

disabled on the Client +)- Chat Rooms and Broadcast Toc

Composite Application Editar

bl ail ] Calendar & To Do l Access & Delegation 1

¥

Display] Scheduling l Alarms ] Autoprocessing ] Colors ] Rooms: & Resources

- Connections
Conkacks Scheduling l SchedulerDispIayl
Feeds
Fonts and Calors
Homme Portal Account Specify the days and times you are available for meetings.

5

InstallfUpdate

Instant Share Titme zone: |Local time &
Live Text Day Tirme (sxarmple: 09:00 Ahd - 12:00 Phd, 01:00 Phd - 05:00 Phd)
PN Locations

Log Settings r * -

™ Sunday - Mail F o -
. _ . . _ME- Maotes Ports

¥ Monday [D2:00 AM - 12:00 P, 01:00 P - D500 Ph] e s - . -
¥ Tussday [D5:00 &M - 12:00 P, 01:00 PM - 05:00 Ph] = Replcaton snd 51 || [ . -
¥ Wednesday [D8:00 M - 12:00 Ph, 01:00 Ph - 05:00 Ph] al-Search = i _

Spell Check e . -

08:00 b - 12:00 Phd, 01:00 Phi - 05:00 PR Status Lipdater

W Thursday | | Team Places r * -
¥ Friday [08:00 M - 12:00 P, 01:00 PM - 0500 PM| B Tokbar

‘Wb Browser

—— ‘Widgets
[ Saturday ‘indows and Themes [T Check far conflicts when ihg calendar entries
-
¥ Inform me when | send invitations to non-hates users
v
< >

| ||
(1)
|

=
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How to Apply Summary

« Now we know

- How settings will be applied
- When settings will be applied
- What settings will be applied
« But what happens when things don't go as expected?

- Funny you should ask. That's next....
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Understanding and Fixing Policies
 Demystifying the “How to apply this setting”

« When it all goes wrong
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When it all goes wrong

 What to check it policies are not quite working right...
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If you can't create policies

« |fit appears you can't create or edit policies, check the ACL (GroupCreator]

[Groupbd odifier]
- You need [PolicyCreator] to add rules {E::Edf;ﬂ]
- You need [PolicyModifier] to edit rules [PalicyCreator]
Policybd odifier
- You need [PolicyReader] to read rules FPDIiDﬂHeader]]
. [ServerCreator)
« Policy documents are encrypted... (ServerModiier]
[UzerCreatar]
- With the Owners ID [UserMadifier]
- Guess what happens when the owner leaves...
They stop working

They will need to be re-saved
So always populate the “Administrators” field

Policy : /Internet password

Baszics l F'u:uliu:;-.-'.-'i‘-.ssignmentl Palicy Precedence l Commentz | Adminigtration

Chvriers: Darren DukelSTS

Administrators: LocalDomainddmins

Exception Paolicy: [ Ignore zettings from ancestar policies
Laszt updated: 09062006 06:25:47 Phd Darren DukefSTS
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If you can't create policies

Open the Domino Directory

. . . . . File Edit Wiew Create Actions Tools ‘Window  Help
- The edit the ACL with the File, Application, Access o » T
Control menu Open 4.
] Close Est @@t O3
- Select the user or group and check mark the required atosave » [ = i @
rUIeS Application » Properties = Bl
_ CIICk OK Replication
Lokus Cuicky
H H Locations
Close the Domlno DIreCtory Access Control List to: sts’s Directory 7 m Directary
- Reopen and try again -
o People, Servers, Groups | Show All w | Usertype |Person group
Eg ¥, fnf:;:;_ous Access M anager
& Advanced £ hosted/STS Delete documents

& Lizad Duke/STS

: LocalDomainddming
[ LocalDomains ervers
A OtherDamains ervers
& stz admin/STS

P

Feplicate or copy documents
Reles V! [GroupCreatar]
| [Grouphadifier]
| [MetCreator]

Add...

Bename... Femove

| [PolicyCreator]
| [Policykdodifier]
| [PolicyReader]
[Serverlieator]
| [Servertdodifier]
| [UzerCreator]
| [Uzerbdodifier]

Effective Access...

Full name: LocalD omainddring

An Access Control List [ACL) defines who can view and edit your Maotes
database. Select a name in the list to see or set the access assigned to the
name.

Last change: Darren Duke on 01/05/2009 06:28:40 Ak
According to: 5TS

Cancel
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Troubleshooting Policies

« Make sure the “How this setting is applied” is correct
 Make sure the user is assigned the policy

 |f archiving on the server ensure compact is correctly
configured

« Finally, understand the “effective policy” that a user has
applied

- There is a tool to do just that

|t could be the policy or it could be the client
- Let's see how to troubleshoot
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Let's look at an effective policy

« With so many different ways of assigning a policy it can be
useful to understand how they are evaluated and assigned
- Organization level polices are applied first
- Explicit policies with dynamic policies are applied next
- Finally, explicit policies without dynamic policies are applied
« This can still be difficult to resolve the exact policy a user is
assigned and how they are assigned it
- Policy Synopsis is your friend
- Available from the Person view in Domino Administrator

g 20037/64 5.2 ~Toals

.-i'-.u:lu:IF'erSDn EditF'ersu:un @Deletepersun @(: Azzign Policy..

Create Replicalz)...
Find User(s)...

Duke . Darren (office) 678 _ _
thomet 770 Policy Svnopziz...

‘ Mame = Telephone

Il
1
I
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Using Policy Synopsis
« Select a user from the person view in Domino Administrator

« Expand Tools and click “Policy Synopsis”
« Select the desired options =] %]

. “« . » Thiz tool helps you determine
- Hold CTRL to select multiple “Detailed” reports effective palicy settings for oK.
. . the zelected uzer(z).
- Select a synopsis database location o Cancel
] Show Policy Settings for:
—- Hit OK Darren DukesSTS
— The synopsis DB will open S elect Freport Type:
- Default DB is local/polcysyn.nsf ) Summary Only
(%) Detailed
Initial Desktop Setup
b ail
s/ 2003/64 5.2 v Toals Registation

.-i'-.u:lu:IF'erSDn EditF'ersu:un @Deletepersun @(: Azzign Policy..

Create Replicalz)... ~
Find User(s).. '\f:' Eppenu:_l {u] thls databaze
() Owenwrite thiz database

Reszulks D atabaze;

Mame = Telephone

Duke . Darren (office) 678 _ _
thomet 770 Policy Svnopziz...

Palicy Synopsiz D atabaze on Local

Besults Databaze. ..

Choosze the type of policy zpnopsis report vou would like
generated. For a detailed report, choose which tope(z] of
zettings wou want,
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Reading a Policy Synopsis

* Open the “Policy Synopsis Database”, and the synopsis
document

« Each policy setting field is listed with its value S b . [TE— .

- : . -0 % % I AEeDinmO |
« It helps if you know the field names ;) ~ T e |
3 1201 42008 010829 OuickaO1ISTS i
- - 1241 H3008 0 l'."':-l'..'lrc e di5TS
FOIlC}f SY“OPSIS for Darren DukelSTS fram Domino Directory on server hosted/STS created at 121372009 0712 hizn 22009 11 2018 hegledr3TE " .

Blue text are hotzpot
lirk.z to the appropriate

Effective Policy for: Darren Duke/STS Mates document

{nternet passward zetting: dervied?

Lock zignifies HETS
nforcement *

8 = Vaive was anforcad in the spacifiad sefiings documeant

Derived from the following policies: ﬁTHDW T oeie J

Archive Settings:
ACP = IEF8DADAR40CAZ 208525711 2005FE33E from 45 Day Archiving assigned in policy fnternet password
ACFChelst does nothawe awvalue set
ACFDsp = 45 Days fram 45 Day Archiving assigned in policy /ndernet password e

L4
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Reading a Policy Synopsis

« Let's say that | need to find out the password length for a
specific user

- Search the synopsis document for “PasswordQuality”, this is the field name that we are
interested in

- As we can see, the setting is 8, but we can also see how the setting was derived

- We now know that the “LS10 Example” policy and the “LS10 default security settings”
settings document is how and where these settings are being assigned

FWexpiWarnDays = 30 from LS1U default security sethings assigoed in polcy /LS10 Example
Farameters does not hawve awvalue set

PasswurdChangelntewal 30 fram L5310 default securlt}s settmgs assn_]ned in pu:ll||:y,.fLS1 0 Example
rnple

F"asswurd@uahw a frn:lm L5110 default securlw settmqs asmqned in mhn:«,s_@[l Example
FwiAlphakdin =1 from L5100 detault secutity settings assigned in poligg/LS10 Example
PwdAlwHTTF =1 fram L5310 default security settings assigned in policy /L5310 Example
Fuwd CHAllow = 0 from LS10 default security seftings assigned in policy /L5170 Example
FPwidChgPostReset =1 from L3710 default security settings assigned in policy /L3710 Example
PuwdChlk =1 from L5110 default security seftings assigned in policy /LS10 Example
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Sometimes the issue can be on the Lotus
Notes client

« |f the effective policy looks OK, then

- It maybe a corrupted policy document on the client

- Remember the client has settings applied to it from the server
- These settings are stored in the users' local address book
- As with all things Notes, these settings are just Notes documents
- And they can be deleted, just like any other document

Folicy Ivpe ar Mame Folcy Marme | UMD
PalicySecurity Effective Palicy far: Darren DukerSTS|ES9018ES3TFA05Y CRAZAT4TE002E0940

FolicySecurity Effective Policy for: Darren DukeSTS|ES9018ES37FI05TCE52574TADDSSCFBD

[Replication or Save

Canflict]

PalicySecurity Effective Palicy far: Darren DukerSTS|ES9018ES3TFA057CR525748200404F 44
PalicySecurity Effective Palicy for: Darren DukerSTS|ES9018ES3TFO05Y CRA247 48000737540
PalicySecurity Effective Palicy for: Darren DukerSTS|ES9018ES3TFA05YCRA26T4930051A7DY
FolicySecurity Effective Policy for: Darren DukefSTS|ESY018ES3TFI057 CRBA2ET749C007DTFAS




Lotus knows.

Smarter software for a Smarter Planet.

Deleting local policy documents

- Open the local names.nsf file for the user in question
- From the view menu, select Go To while holding down the Shift and Control keys

- Shift + Control will show hidden views
- Select the view ($Policies) in the dialog

lotusknows.com

Search This Yiew

O~ % Toobar y B
Show 3
_:—ﬂj Dan Expand/Collapse r | TE

ah Zustomize This View, .,

GoTo...

Skarts with. .,

Design

|
=)
)
E O Agents
:J o &
)

Image Resources...
i _: Advanced 2
[ e Birthdays & Anniversaries
’ZEJ j By Category
. = By Company
Groups

v My Contacts

=| v Advanced Manus

Additional Language Cptions 4
Right Sidebar 3
Right Sidebar Panels »
— v Dockthe Open List

v Show Thurbnails Button

[. CREATED WITH LOTUS® SYMPHONY"

File Edit ‘iews Create  Ackions Tools  Window  Help

||&| ﬂ Refresh Fe Teplicati... ® ‘[:n:arren[:lu_.. ] .E!E:r-.ﬂe:z::z:...

B = O

] Mew - [ Edit EEForwardvCard I & B

] Mame E-rnail
all Faces Ferry Animal
Hospital
[ Asa

Abbot, Roger
ACE Car Rental

Go To

Select the folder or view to open

(21>

T [$PeopleGroupsCarpHier]
T [$PeopleGroupsFlat)

T [$PeopleGroupsHier)
T [$Feople]

| 1 i$Policies] |

T [$Programs)
T [$RCLoakup]
T [$Servertcoess]
T [$ServeGoups)

o B T |

" (]8

Cancel
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Deleting local policy documents

— In the ($Policies) view you will see a series of policy documents

- To reset all policies on the client simply delete all of the policy documents from this view
- Restart the affected Lotus Notes client and the policies will be retrieved from the server

- Mail policies may take up to 12 hours, as they are controlled by AdminP

Darren Duke "= | Add Person Edit Person Delete Person Maove Mail File = sho
an Local

Palicy Type ar Mame  Policy Name | UMD PaolLastvod Effective Policy N
o My Contacts

= PalicySecurity Effective Policy for: Darren Duke/STS|ES901 8ES3TFA05TCE5257476002E0940 SecSets|CN=Dar
7 Recent Contacts Dukei0=5T5
=% Groups PolicySecurity Effective Policy for: Darren DukefSTS|ES301 8ES3TFA0ATCEA25T4TADOSS CFAD SecSets|Ch=Dar|

£ By Category DukeiO=5TS

il By company [Replication or Save

- Conflict

L_,J-\' Birthdays & Anniversaries onlict

FolicySecurity Effective Policy for: Darren Duke/STS|ES901 SES3TFA05TCE5257482004D4F 44 SecSets|ChN=Dan

I Trash DukeiO=5TS

=1 By Create PalicySecurity Effective Palicy for: Darren Duke/STS|ES9018E53TFA057CA525T480007 37590 SecSets|CN=Dar
=] Default Dukei0O=5TS

=l Lahel Templates PolicySecurity Effective Palicy for: Darren Duke/STS|ES9018E537FA057C85257 4030051 A7D SecSets|CM=Dar
=] Lookup Dukei0=5TS

=] Mail Merge By Mame PalicySecurity Effective Palicy for: Darren Duke/STS|ES9018E53TFA057CA525T49C00TDTFAS SecSets|CN=Dar
=] Mail Merge Templates Dukei0O=5TS

&=l Press Release PalicySecurity Effective Policy for: Motes AdminF PPV DAFBE4DES8B61 F5085257 4430040658 SecSets|CN=Not
=| Standard Templates AdminfO=FP Pty

PolicySecurity Effective Policy for: Darren Duke/STS|ES901 SES3TFR05TCE52574B7005ADE32 SecSets|ChN=Dan

) Other Contacts

=] [ PO F o PR T Y T e Do iy S hlode o i1l e DO A ) i e A e OO C SO0 8T A OO0 s 0 sy,
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Agenda

 Who is this dude and what will | learn?

« Section 1 — A complete example, start to finish
« Section 2 — Understanding and Fixing Policies
e Session wrap up

¢ Q&A
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Session wrap up

 |n this session we have seen how

Policies can be used to alleviate apparent end user issues with Lotus Notes
Lotus Notes can do complex password requirements

You can force Lotus Notes users to change their password the first time they use
Lotus Notes

To create a series of useful settings and assign them to an organization policy
and/or an explicit policy

« \We have also learned

- How to use the Policy Synopsis tool

- That other Lotus Notes policy settings can have a beneficial impact on server and
end user management

| ||
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Other sessions you may want to attend
« SHOW101- Step by Step: Install, Manage and Configure

DAOS and ID Vault
« BP102 - Adminblast 2010: Over 60 Tips in 60 Minutes!

« SHOWH106 - Configuring the Tivoli Directory Integrator for IBM
Lotus Domino and Active Directory

« SHOW103 - Roaming in IBM Domino 8.5: Configure the Best
Choice for Your Servers

« BP106 - The Top 11 Tips for Keeping Your Servers Healthy
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Agenda

 Who is this dude and what will | learn?

« Section 1 — A complete example, start to finish
« Section 2 — Understanding and Fixing Policies
e Session wrap up

« Q&A
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Questions (and hopefully Answers)

. 77777
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Legal Disclaimer

*© IBM Corporation 2009. All Rights Reserved.

*The information contained in this publication is provided for informational purposes only. While efforts were made to verify the completeness and accuracy of the information contained in this publication, it is provided AS
IS without warranty of any kind, express or implied. In addition, this information is based on IBM’s current product plans and strategy, which are subject to change by IBM without notice. IBM shall not be responsible for any
damages arising out of the use of, or otherwise related to, this publication or any other materials. Nothing contained in this publication is intended to, nor shall have the effect of, creating any warranties or representations
from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement governing the use of IBM software.

*References in this presentation to IBM products, programs, or services do not imply that they will be available in all countries in which IBM operates. Product release dates and/or capabilities referenced in this presentation
may change at any time at IBM'’s sole discretion based on market opportunities or other factors, and are not intended to be a commitment to future product or feature availability in any way. Nothing contained in these
materials is intended to, nor shall have the effect of, stating or implying that any activities undertaken by you will result in any specific sales, revenue growth or other results.

*IBM, the IBM logo, Lotus, Lotus Notes, Notes, Domino, Quickr, Sametime, WebSphere, UC2, PartnerWorld and Lotusphere are trademarks of International Business Machines Corporation in the United States, other
countries, or both. Unyte is a trademark of WebDialogs, Inc., in the United States, other countries, or both.
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